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Abstract 
 
Utilizing database encryption to safeguard data in several conditions where access control is not sufficient 
is unavoidable. Database encryption offers an extra layer of security to traditional access control methods. 
It stops users that are unauthorized, such as hackers breaking into a system, and observing private data. 
Consequently, data is safe even when the database is stolen or attacked. Nevertheless, the process of data 
decryption and encryption causes degradation in the database performance. In conditions where the entire 
information is kept in an encrypted format, it is not possible to choose the database content any longer. 
The data must be first decrypted, and as such, the unwilling and forced tradeoff occurs between the 
function and the security. The suitable methods to improve the function are techniques that directly deal 
with the data that is encrypted without having to decrypt them first. In this study, we determined privacy 
protection and issues that each organization should consider when it decides to outsource own data.   
 
Keywords: Data owner; privacy; DbaaS; database security; encrypted database 
 
© 2014 Penerbit UTM Press. All rights reserved. 
 
 
 
 
1.0  INTRODUCTION 
 
In today’s business world, client's information is one of the most 
crucial resources for companies. The present marketing database 
contains information that is vital for all parts of the organization 
such as sales, marketing, customer support, product development 
and finance[1]. Even though this information is important for 
organizations, most of them choose to outsource the maintenance 
process of this crucial resource. Companies outsource data 
maintenance to other external providers for several valid reasons, 
which include taking advantage of the provider’s expertise and 
experience, move the technical risk complexity to the provider, 
and so that, they are free from other disruptions and would be able 
to pay attention to their primary proficiency, that is marketing [2]. 
  The present network based information control solutions 
make it more critical to identify and prevent defective actions. In 
fact, new data control solutions should provide guaranteed 
solutions without any harmful activities. This is important 
especially when customers leave information control with 
specialized service agency [3]. With today’s use of cloud 
computing, all sources and programs are provided as a support 
over the Internet [1]. In this case since the data is the most 
essential situation in a business resource, data management 
support is an essential part. 
  Nevertheless, a new growing option in this area is shown by 
Database as a Service or the DbaaS framework. According to this 
model, information owner handles the DBMS and responses to a 
person's questions straight, rather than using the conventional 
client-server structure. One of the most serious challenges to the 
frequent utilization of DbaaS is associated to protection problems 
[4]. However, in this new model, protection concepts like privacy, 
authenticity, integrity, and confidentiality can be ensured. This 
study tries to point out the main security problems for protected 
data outsourcing model and particularly concentrates on several 
critical information and privacy security specifications. 
 
 
2.0  DATABASE AS A SERVICE PARADIGM 
 
The DbaaS design information and application are saved together 
in the exterior server that takes full liability of their control. In this 
model, however, service accessibility may enhance using the 
exterior server, but data ownership control of the information 
decreases. Actually, in data outsourcing model, several new 
security problems such as privacy are prevalent [5]. 
  In this data outsourcing model, users and information owners 
trust that the exterior server is reliable and maintains outsourced 
information reliability. In fact, this server warrantees that the 
accessibility to outsourced information is available to the clients 
whenever they asked for it. Nevertheless, privacy of the data 
source content is a problem. While outsourced information may 
be made of vital information, that information owner wants to 
safeguard them against illegal parties. Therefore, preventing 
exterior servers from making illegal accesses to the contracted 
information is an important requirement in DbaaS model.     
 
 
3.0  SECURITY PRINCIPLES 
 
Data security can be basically categorized into three main ideas: 
privacy which implies preventing details from frequent 
accessibility (reading, knowing about, and browsing) by 
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unapproved parties; reliability, which implies, preventing details 
about illegal or non-suitable access (writing, modifying, 
removing, and modifying status), and accessibility, which implies, 
safeguarding details from illegally accessed or even, recovery of 
details from any errors that may cause them to be available [6]. 
  To cope with these critical features, many of the DBMSs 
contain tools that offer private security services. Access control is 
software that controls the overall security service including all 
accessibility requests according to several mentioned functions 
that give rise to three positions namely partial, total, and denied 
accessibility. Thus, the accessibility management’s major 
objective is to provide confidentiality and integrity. The 
accessibility management process demonstrated the resources and 
accessibility modes given to each user. 
 
 
4.0  PRIVACY 
 
Various resources demonstrate a variety of definitions on the 
matter of privacy. Some of the definitions refer to privacy to 
having confidentially and others point out the differences between 
these two terms. In fact, privacy is linked to the rights of an 
individual to the level of personal information, how and when it 
can be revealed to others [7]. In addition, privacy refers to having 
authority (storage, communication, access, collection, 
constitution, and manipulation) over one’s data. This goes to show 
that privacy is in fact a wider concept compared to confidentiality. 
Therefore, in the prevention of privacy is built upon having access 
management tools that guarantee privacy, several matters like the 
reason for utilizing the data should be highlighted. For the user, in 
fact the data should only be used for the purpose of authorization 
that it was initially indicated for. 
 
4.1  Privacy Issues 
 
There are several concerns when it comes to privacy where all 
companies considers when deciding to outsource their own data.  
Each company should qualify these matters when selecting the 
data owner.  
  Firstly, the method and reason for collection of data must be 
controlled by the data owner. However, data should not be 
collected unless it is for an authorized reason that is related 
directly to the activity of the data owner, and the data collection is 
a main requirement for or directly related to that reason. A data 
owner must not conduct data collection through unfair or illegal 
methods.  
  Secondly, data should be requested from the concerned 
individual. In general, when the data owner solicits data from the 
concerned individual, it should be ensured that the individual 
concerned is aware of the data collection purpose. 
  Thirdly, the data owner should be ensured that the data are 
collected for the authorized purpose. For instance, it must be 
ensured that data collection is current and associated to the 
original purpose. The data owner must also ensure that the 
collection of data does not impose on any unacceptable level of 
the individual’s private concerns. 
  Fourthly, the data owner should ensure that the data is kept 
safe with several security measures against unauthorized 
accessibility, use, loss, disclosure or modification, and any other 
misuse. If required, the data should be made available to the 
individual and reasonable measures are taken to ensure authorized 
use only, and disclosures are made only to the authorized person.  
  Fifthly, the data under the control of the data owner, can be 
accessed for authorized reasons even to the individual and the 
individual can be denied access is necessary. These scope should 
be defined under the security policy. 
Sixthly, the data owner should ensure several tools are available 
to make suitable changes to make sure that the data is accurate. In 
addition, the purpose the data was collected should be considered 
and ensure that the data is utilized accordingly. Seventhly, the 
data owner should be careful about using the data for the specified 
reason and consent of the individual is required if it is used any 
other purposes. 
  Lastly, the data owner is not allowed to share the data with a 
third party unless person has been granted and the individual is 
aware of this arrangement. A note should be added in the 
disclosure policy if the data owner would release data if required 
by law or by enforcement agencies for criminal investigations. 
The third party in this instance should also ensure that the data is 
not shared with any other agency, or person. 
 
 
5.0  PRIVACY PROTECTION of DbaaS 
 
Database management systems are a core area in data 
management and have a critical function in web communications 
and day-to-day operations of companies. Nowadays, with the 
extended usage of applications and web functions, the risk of 
online attacks and misuses are much more prevalent. It is a 
fundamental requirement of a company to store and ensure secure 
data both in external and internal communications. Attacks and 
data destruction does not only affect one individual or application 
but will have a drastic effect on the entire company [8]. 
  Access control tools and backup are utilized to safeguard the 
database systems. Backups safeguard the data against natural 
disasters like earthquakes, floods, disk failures, fire, and database 
access control tools safeguard against access that is unauthorized. 
Different strategies and frameworks have been suggested in terms 
of database access control [9, 10]. Nevertheless, access control is 
only possible when the attacker tries to enter the database using 
the key interfaces. Access control does not stop unusual data 
access. For instance, when the media that have the databases are 
stolen or when the database managers want to access the sensitive 
data, access control will not stop disclosure of the sensitive data. 
In these instances, other techniques must be utilized for safety 
measures.  
  This case, the data encryption method can be used to prevent 
disclosure of information in the database. This method is in fact, 
complementary to the access control method. Given these 
situations, techniques should be utilized in databases to keep and 
offer secure accessibility to information in databases. It is 
impossible to disclose encrypted data, even when the database 
servers are at risk. With stored encrypted data on the server, the 
attacker can only have access to raw data and not thee information 
kept in it. In addition, encryption allows the database managers to 
conduct administrative works without causing danger to the user’s 
data [10, 11]. 
  Utilizing cryptography for this reason causes new challenges. 
One of the challenges is executing user query on the encrypted 
data. Database management system cannot query the encrypted 
databases like how it is done with raw plaintext database. This 
problem is managed in two ways: the first option would be to 
decode all the data when executing the queries. However, to 
decode the data for each query will reduce the speed and 
performance of the total system. Techniques are suggested for 
lowering the number of decryptions and then improve the query 
execution speed, but in several applications, data encryption is 
carried out because there is insufficient confidence in the database 
server. Therefore, putting the decryption key in the database 
server would mean to neglect the main objective, which is 
encryption. In these types of applications, the server cannot 
decrypt the data. The other solution is to search the encrypted data 
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without having to decode it. This technique can lower the costs 
required for encryption and decryption and enhance the efficiency 
of the system [12, 13].  
  When it comes to developing a technique for looking for the 
encrypted data, an essential objective that should be taken into 
consideration is to reduce the computation required on the user’s 
end (a decoding key holder) and lowering the communication 
expenses. The techniques must be developed so that a large 
amount of processes can be conducted on the servers[14]. The 
organizations and individuals need techniques to find on the 
encrypted data of similar quality with the decrypted version. It 
suggests that if possible the search records should have a specific 
value, with a logarithmic level of the size of database. 
Furthermore, it is possible for the data to be inclusive of 
decrypted and encrypted data. The access performance of 
decrypted data should not be lowered due to the encrypted data 
[8]. Providing these techniques is difficult. Offering this feature 
may put the information security at risk.  
  There exist some techniques for finding the encrypted data 
without having to decrypt them. Nevertheless, these techniques 
cannot be applied in the database that is encrypted. Most of them 
are used for finding a word in the encrypted files. Techniques that 
are provided for the database that is encrypted should offer the 
requirement of this environment for operations and searching. 
  The search techniques for encrypted database based on the 
applicable data types can be categorized into two classifications: 
procedures and techniques that are applicable to the numerical and 
string data [4, 7, 15]. 
  The situations that require the data string, are normally 
applied to equality (=) and pattern matching (LIKE) and these 
situations in the numerical data are range matching and equality 
(<. >, =). Therefore, it appears logical that various techniques are 
used for each one. 
  Many present techniques used for searching the encrypted 
database are only able to run based on equality of encrypted 
numeric and string data. A secure and effective method for 
searching for patterns that are arbitrary in the encrypted string 
data and search range matching in the encrypted numeric data is 
yet to be implemented. 
 
 
6.0  CONCLUSION 
 
Database outsourcing is highly regarded because of reducing 
organization costs in data management and also introducing data 
management and maintenance services. The problem is providing 
security issues for outsourced data. Actually, outsourcing gives 
data control to the unreliable server. One way for providing 
security in data outsourcing paradigm is use of encryption, which 
has its own problems such as how to run the query on encrypted 
data. There are several methods for performing queries on the 
encrypted data that all of them are not able to fully meet the 
requirements of this environment. 
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